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Definitions You Must Know
· EPSS (Exploit Prediction Scoring System): A dynamic percentage (0–100%) estimating the probability a vulnerability will be actively exploited in the wild within 30 days. Trumps raw CVSS on the exam.
· SBOM (Software Bill of Materials): A nested, formal inventory of all open-source and commercial dependencies inside an application. Formats to memorize: SPDX and CycloneDX.
· ZTNA (Zero Trust Network Access): Architecture based on "never trust, always verify." Grants access per-session based on user identity and device health context, not IP location.
· SASE (Secure Access Service Edge): Cloud-native framework combining WAN capabilities with cloud security (SWG, CASB, FWaaS, ZTNA) delivered as a single service.
· UEBA (User and Entity Behavior Analytics): Machine learning systems that build a baseline of normal activity. Used specifically to catch Impossible Travel (e.g., login in NY, then London 10 mins later) and compromised credentials.
· LOLBins (Living off the Land Binaries): Legitimate, native OS tools (powershell.exe, wmic, certutil, bitsadmin) abused by hackers to execute payloads while bypassing EDR signatures.
· SOAR (Security Orchestration, Automation, and Response): Platform that ingests SIEM alerts and automatically executes triage or containment steps via predefined playbooks.
· Threat Hunting: A proactive analyst exercise. You assume the network is already breached and search manually for hidden IoCs/IoAs that automated SIEM/EDR rules missed.
· IoA vs. IoC:
· IoA (Indicator of Attack): Real-time, active malicious behavior (e.g., a sudden spike in outbound DNS requests).
· IoC (Indicator of Compromise): Forensic, reactive evidence of a past breach (e.g., a known malicious file hash or bad IP in a log).
· Diamond Model: Intrusion analysis framework mapping four core elements: Adversary  Infrastructure  Capability  Victim.
2. Formulas & Metrics You Must Know
Risk Math

· SLE (Single Loss Expectancy): Cost of one single incident ().
· ARO (Annualized Rate of Occurrence): How many times the incident happens per year.
· ALE (Annualized Loss Expectancy): Total expected financial loss per year.
SOC Operations Metrics

· MTTD (Mean Time to Detect): Average time it takes the SOC to notice a breach occurred.
· MTTR (Mean Time to Respond): Average time it takes to completely neutralize and recover from an alert.
· False Positive Rate (FPR): High FPR means analysts suffer alert fatigue; fix it by tuning SIEM correlation rules.
3. What to Focus On (High-Yield Targets)
Windows Event Log IDs (Memorize these instantly)
	Event ID
	What It Means
	SOC Investigation Trigger

	4624
	Successful Logon
	Normal, unless tied to unusual time/IP

	4625
	Failed Logon
	Brute-force or password spraying attempt

	4672
	Special Privileges Assigned
	Admin account logged in (watch for privilege escalation)

	4720
	User Account Created
	Persistence mechanism created by an attacker

	7045
	New Service Installed
	Malware installing a background daemon


The V4 Incident Response Lifecycle
CompTIA updated this for CS0-004. You must know the exact order:
1. Preparation (Writing playbooks, configuring sensors)
2. Detection (SIEM fires alert)
3. Analysis (Human scopes the blast radius)
4. Containment (Quarantining host, blocking IP)
5. Eradication (Wiping malware, patching root cause vuln)
6. Recovery (Bringing systems back online, monitoring)
7. Post-Incident (Lessons learned, updating rules)
Core Nmap Scanning Flags
· -sS (TCP SYN Scan): The default "stealth" half-open scan.
· -sV (Version Detection): Probes open ports to determine exact software/service versions.
· -O (OS Detection): Identifies the target operating system via TCP/IP fingerprinting.
· -A (Aggressive): Enables OS detection, version detection, script scanning, and traceroute all at once.
4. Practice Questions & Answers
Question 1: Vulnerability Triage (The V4 Trap)
Your vulnerability scanner outputs four critical items. Based on CS0-004 modern SOC operations, which asset do you patch first?
· A. HR Workstation: CVSS 9.8 | EPSS 0.04% | Internal Network
· B. Apache Web Server: CVSS 7.4 | EPSS 91.5% | Internet-Facing DMZ
· C. Database Server: CVSS 8.8 | EPSS 12.1% | Air-gapped Segment
· D. Dev Laptop: CVSS 9.1 | EPSS 2.3% | VPN Connected
Answer: B
Why: CompTIA tests your ability to prioritize real-world risk over theoretical scores. Asset B is actively exposed to the public internet and has a massive 91.5% probability of active exploitation (EPSS). A CVSS 9.8 sitting on an internal network with a near-zero EPSS waits.
Question 2: Log Analysis
You review the following authentication log extract from a domain controller:
08:12:01 - Event ID 4625 - User: jsmith - Source IP: 192.168.1.50
08:12:02 - Event ID 4625 - User: bwayne - Source IP: 192.168.1.50
08:12:03 - Event ID 4625 - User: ckent - Source IP: 192.168.1.50
08:12:04 - Event ID 4624 - User: dprince - Source IP: 192.168.1.50
What attack occurred, and what is the immediate containment action?
· A. Brute-force attack; reset jsmith password.
· B. Password spraying; isolate host 192.168.1.50.
· C. SQL injection; block IP at the perimeter firewall.
· D. Kerberoasting; revoke dprince Kerberos tickets.
Answer: B
Why: One single source IP rapidly testing different usernames is the textbook definition of Password Spraying (evading account lockout thresholds). Event 4624 shows they successfully compromised dprince. Immediate containment requires isolating the compromised source endpoint (192.168.1.50) via EDR.
Question 3: Incident Response Workflow
A Tier 1 analyst receives an alert regarding an outbound beacon to a known C2 (Command & Control) server. The analyst confirms the alert is a true positive and documents the affected host IP. According to the CS0-004 lifecycle, what phase is complete, and what phase begins next?
· A. Detection is complete; Analysis begins next.
· B. Analysis is complete; Containment begins next.
· C. Preparation is complete; Detection begins next.
· D. Containment is complete; Eradication begins next.
Answer: A
Why: In CS0-004, Detection strictly covers alert generation and initial true/false positive validation. Once validated, it moves into Analysis to determine full scope, timeline, and root cause before containment actions are taken.

